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19.1 Introduction

The Social Web (e.g., Facebook, Twitter, YouTube, blogs, discussion forums) is about communication, often interpersonal communication. It embeds itself into the lives of users and plays many roles, providing entertainment, supporting friendships, and hosting debates. It is therefore logical to expect some offline gendered communication styles and issues to recur in Social Web usage patterns and goals. Even just in terms of technology uptake there can be clear gender differences: for example, US girls (ages 14-17) were recently almost twice as likely to use Twitter than were US boys (Lenhart, Purcell, Smith, & Zickuhr, 2010). 


Online privacy in the Social Web also has a gendered dimension, stemming from offline concerns. One clear example of this is stalking: women are more likely to be the victims of this offence (WHOA, 2009), and therefore protecting sensitive details online may be more important for females. There are also purely online phenomena that disproportionately impact women, such as cyberbullying (Dehue, Bolman, & Vollink, 2008), and these also give rise to heightened privacy worries. Despite this, there is relatively little research that focuses on gender and privacy in the Social Web. This chapter therefore draws together relevant material from a variety of sources. Table 1 summarizes the key findings.

There are many different definitions and aspects of privacy. This chapter is concerned with privacy defined as: selective control over who accesses personal information, including contact information and personal communication, and control over the contexts in which the information can be used (Altman, 1976; Nissenbaum, 2004). This excludes privacy in the sense of seclusion, which is not relevant to social activities. Control over the contexts in which information is used is important because of the ease with which web content can be recycled or forwarded.
This chapter introduces Social Web Gendered Privacy Model, a new theory of privacy and gender in the Social Web. It then reviews gender-related privacy concerns and practices in the Social Web, including a section on lesbian, gay, bisexual, and transgender (LGBT) issues. For stylistic convenience, I use gender (i.e., learned behavior) and biological sex interchangeably even though the concepts are different (Money & Ehrhardt, 1982) because the overlap between the two seems sufficient in this context. The primary privacy concerns that this chapter addresses are the ability to restrict access to personal information, such as home address or relationship status, and freedom from harassment in the sense of unwanted intrusions by others. The latter is perhaps a less obvious choice but is included because harassment is a gendered privacy issue (Allen, 1988, p. 126-129).
Table 19.1. Key gender-related Social Web privacy differences.
	Issue
	Gender differences

	Privacy fears
	Females more concerned about others accessing their personal information (Hoy & Milne, 2010; Tufekci, 2008a)

	Avoidance
	Males most likely to avoid social websites due to privacy concerns (Youn & Hall, 2008).

	Privacy protection strategies 
	Females most likely to use active strategies: anonymous posts (Madden & Smith, 2010), inaccurate information (Oomen & Leenes, 2008; Youn & Hall, 2008), modest photos (Aguiton et al., 2009).

	Blogs
	Female bloggers more likely to write personal blogs (Viégas, 2005) and self-disclose (Hollenbaugh, in press), irrespective of privacy concerns. 

	Social network sites (SNS)
	Females more likely to join SNSs (Tufekci, 2008b), be more active users (Rosen, Stefanone, & Lackaff, 2010), and open their profiles to more Friends (e.g., in MySpace: Thelwall, 2009); females more likely to read SNS privacy policies and alter privacy settings (Hoy & Milne, 2010) and have private profiles (Thelwall, 2008b). Females more likely to untag pictures (Hoy & Milne, 2010). Females less likely to reveal their phone number (Tufekci, 2008a) and address (Acquisti & Gross, 2006). Gender differences in types of information reported vary by SNS (Kisilevich & Mansmann, 2010; Nosko, Wooda, & Molemaa, 2010).

	YouTube
	Females more vulnerable to personal abuse (see e.g., Burgess & Green, 2009, p. 96-97) but nevertheless create many intimate videos (see e.g., Burgess & Green, 2009, p. 80; Longhurst, 2009)

	LGBT issues
	SNS profiles can give SNS status clues (see e.g., Jernigan & Mistree, 2009). The Social Web offers controlled privacy to "come out" (Alexander & Losh, 2010; Burgess & Green, 2009, p. 80), get support (Cooper, 2010), and find partners (see e.g., Farr, 2010)


19.2 Social Web Gendered Privacy Model
This section introduces Social Web Gendered Privacy Model, a new theory to explain gender differences in privacy concerns and practices in the Social Web. It argues that there are four key gendered components that impact privacy concerns—physical security, harassment, social communication skills, and social communication needs—and that the first two explain gender differences in privacy concerns, whereas all four are needed to explain gender differences in privacy-related behaviors. The theory argues that women have more offline concerns for their physical security and more risk of harassment, and that these concerns make using the Social Web a privacy risk. This translates into caution about using the Social Web and a need to use privacy-protecting strategies (e.g., identity concealment, limiting access to information, withholding personal details). Nevertheless, women have communication needs that are particularly well met by the Social Web, and the Internet’s remote access potentially provides protection from physical threats and harassment. Thus, women have the greatest incentives to use the Social Web. Overall, the theory predicts that women will use the Social Web more than men but be more privacy-conscious when using it. They will also tend to use services that meet their needs if they can use them in a way that does not greatly threaten their privacy.
Physical security Physical security is a greater concern to women, leading to a greater need for privacy for personal information, such as a home address or telephone number. This is because within intimate personal relationships, one of the ultimate sanctions is violence, and although this is not predominantly directed by men at women, it has a greater effect on women (Magdol, Moffitt, Caspi, Newman, & Fagan, 1997). Violence by men may also be more severe (e.g., beat up rather than punch: Archer, 2002). Women may also be more concerned about hiding information that may provoke former partners to violence, such as the existence of a new lover or even just evidence of socializing in mixed gender settings, such as Facebook photographs of parties, since new partners and jealousy are particular causes of extreme violence (Campbell et al., 2003). More widely, rape and sexual assault are crimes that predominantly target, and threaten, women, giving women ongoing physical security privacy concerns (Fairchild & Rudman, 2008). Moreover, there have been many media scares about the potential of the Internet to be used by pedophiles. These scares often involve older men grooming girls online, perhaps hiding their age, then arranging to meet them offline (see e.g., O’Connell, 2003). Such stories may create an atmosphere in which women may worry about the potential for strangers to contact or physically locate them. Possibly in response to media pressure, however, MySpace and Facebook have purged large numbers of convicted sex offenders (BBC, 2007; MSNBC, 2008). Nevertheless, it seems likely that environments that make contact with strangers possible, such as chat rooms, blogs, bulletin boards, and SNSs, will be somewhat associated with risk, particularly for women.

Physical security concerns are not necessarily a disincentive to using the Social Web, however, they can also be an incentive to finding web-based (rather than offline) safe environments for various purposes. For instance, women (and LGBT groups) may use the web to build bounded communities that are hidden or protected from outside intrusion.

Harassment Historically, much theorizing about privacy and gender concerned women’s privacy being invaded through non-physical sexual harassment. For instance, it now seems accepted that even in public, people (and women in particular) have the right to anonymity in the sense that others should not draw attention to them in a thoughtless way, particularly if this is systematic harassment or is intrusive (Allen, 1988, p. 126-129). The main gender-related forms of non-physical harassment probably concern inappropriate sexual comments or drawing attention to personal appearance. Inappropriate sexual comments seem to be a risk on the Internet since individuals can be anonymous and hence can be offensive with little risk of being caught. An example of drawing attention to personal appearance is a website from 1995 that listed homepages of random women and rated them for attractiveness (Shade, 1996). This is not a legal invasion of privacy but is an overt form of surveillance by drawing attention to women and using their photographs out of context, thus diminishing privacy in the sense of the right to anonymity. (A modern gender-neutral version, HotOrNot.com, is based on self-submission and so is not intrusive.) More generally, women in society seem to be more frequently evaluated by physical appearance and so even the need to post profile photographs in social network sites may be potentially off-putting to females. 

Conversely, Internet-based communication can have the advantage of anonymity or protecting personal appearance from scrutiny. For instance, a social network site profile picture may not represent its owner or might present them at their best whilst allowing them to socialize online without worrying about their appearance at the time. Similarly, relatively ephemeral social websites, like many online discussion groups and chat sites, are easy to quit if harassment occurs, minimizing the damage done.

Communication needs Women and men tend to use different offline communication strategies, probably due to socialization into different gender roles in society (Holmes, 1995), and hence have different communication needs. For instance, females seem to share more personal information with close friends, whereas males’ friendships tend to focus instead on shared experiences, such as sports, and banter (Aukett, Ritchie, & Mill, 1988; Elkins & Peterson, 1993). In times of stress women are more likely to desire communication, such as talking to friends or seeking advice, whereas men are more likely to try to solve problems alone or to avoid them. For instance, US women are more likely to seek psychiatric help for emotional problems (Kessler, Brown, & Broman, 1981) or medical help for health issues (see e.g., Galdas, Cheater, & Marshall, 2005). Hence, it seems that women have a greater need to use the Social Web than men and to share private personal information and problems online.

Communication needs may not always be satisfactorily resolved online. Women seem to be disproportionately victims (and perpetrators) of online abuse within friendship or acquaintanceship circles, as with the case of cyberbullying (Chisholm, 2006).

Communication skills Women seem to be better at social communication than men and may therefore get more benefits from it. This skill may provide an incentive for females to use the Social Web more. For instance, sentiment is a key component of effective social communication and women are more skilful at detecting sentiment in offline communication, are also more effective at encoding (Hall, 1984) and decoding (McClure, 2000) non-verbal emotional signals, and use positive sentiment more, such as with smiles (Hall, Carter, & Horgan, 2000). For online communication, people replace non-verbal channels, such as facial expression, with textual equivalents, such as emoticons (see e.g., Fullwood & Martino, 2007; Hancock, Landrigan, & Silver, 2007). Women seem to be more successful at this in open online discussions (e.g., newsgroups), although in mixed groups men seem to imitate female styles but with less use of emoticons for “solidarity, support, assertion of positive feelings, and thanks” (Wolf, 2000). Similarly, in an early study of e-mail, women found it to have a stronger sense of social presence than men did (Gefen & Straub, 1997). Some Social Web evidence that women are better users is that females are disproportionately chosen as Friends and Top Friends in MySpace (Thelwall, 2008b) and give and receive more positive sentiment than males in MySpace (Thelwall, Wilkinson, & Uppal, 2010).

In summary, whilst there are pressures on females to keep them away from the Social Web to protect their privacy and security, the Social Web can also provide relatively secure online alternatives to equivalent offline activities, and can potentially fill female-specific social communication needs that are impossible or difficult to satisfy offline. Moreover, more skilful use of the Social Web by females may lead to greater incentives to use it. The Social Web Gendered Privacy Model suggests that the extent to which women use any particular social website will be largely determined by the strength of these opposing tendencies. 

19.3 Privacy Concerns in the Social Web: The Evidence
This section reviews evidence for gender differences in articulated online privacy concerns related to the Social Web. The next section examines privacy-related differences in strategies for using the Social Web. The Social Web Gendered Privacy Model argues that women will be more concerned than men about online privacy, but this hypothesis is not clearly supported by existing evidence. A survey of 5,139 Dutch students found no gender differences in general privacy concerns, although it is not clear whether the responses were specific to Internet-related issues (Oomen & Leenes, 2008). The study sample was self-selected, with a low response rate to e-mail invitations and other announcements (2.31%) and a low completion rate for the questionnaire (25%), which may account for the unusual results. Alternatively, students in the The Netherlands may be an unusual case. In contrast, an early study of online marketing contexts (i.e., not the Social Web) in the US found that women were more concerned about privacy than men but men were more likely to take steps to actively protect their privacy (Sheehan, 1999). A later study of US children found females were more concerned about online privacy than males: girls provided inaccurate information to protect themselves whereas boys tended not to register for new websites instead (Youn & Hall, 2008). The remainder of this section deals with the specific case of SNSs.
Privacy concerns vary between online contexts, with SNSs appearing to have the potential to cause the greatest problems. This is due partly to the proliferation of personal information within them but also due to their powerful facilities for spreading that information, such as the News Feed feature in Facebook that controversially broadcasts updates on Facebook activities to Friends (Hoadley, Xu, Lee, & Rosson, 2010). US female students seem to be more concerned than males about unwanted others viewing their SNS profiles (Tufekci, 2008a). 
A different type of privacy concern is the fear of intrusive advertising or marketing strategies. This is a breach of contextual integrity (Nissenbaum, 2009) because information provided in one context is being reused in another. This is relevant to the web in general (Zimmer, 2008) but particularly for SNSs: the combination of detailed personal information controlled by the company owning each site and a mass audience with which to perfect marketing strategies makes behavioral marketing particularly powerful. The consequent risk to privacy seems to be widely recognized, for instance, leading to the closing down of Facebook Beacon in September 2009, although it does not seem to have a natural gender dimension. Nevertheless, a study of US Facebook users found that women were more concerned about behavioral advertising (e.g., objecting more strongly to targeted advertising based upon their personal profile information) (Hoy & Milne, 2010) and this aligns with US female students being more concerned than US male students with government or commercial access to their SNS information (Tufekci, 2008a).
19.4 Privacy Practices in the Social Web
Women are known to typically disclose more information in face to face communication than men (Dindia, 2002), and so this may be expected to extend to online contexts that have a flavor of interpersonal communication. Before social network sites, when personal homepages were a major way to express online identities and privacy concerns may have been lower, women seemed to post more personal information online than men. A study of adolescents found that girls’ personal homepages contained information about romantic relationships more often, for example, as well as referencing friends and family more frequently (Stern, 2004).

Although women seem to be more concerned about online privacy than men, their response seems to be to adjust security settings, when available, or to take more precautions, but to continue posting more personal information than men. For instance, and as a practical privacy step, in public group discussions women seem to be more likely to make anonymous postings (Madden & Smith, 2010). One experiment also suggests that women prefer to post more modest pictures of themselves than do men (Aguiton et al., 2009). Another study found opposite findings for Dutch students, however: men were more likely to use pseudonyms or anonymous email addresses and more likely to give false information in response to personal questions (Oomen & Leenes, 2008). These practices were especially associated with younger students. It may also be that women perceive risks but make a decision that the benefits from loss of privacy outweigh the risks. 

Blog posts
Blogs are a popular genre with privacy issues related to self-disclosure. Although prominent blogs are often essentially online newspapers or news filter sites, most blogs are online personal diaries (Herring, Scheidt, Bonus, & Wright, 2004), with the typical subject being “My life” and the main purpose being “to document [] personal experiences and share them with others” (McCullagh, 2008, p.9; see also Nardi, Schiano, Gumbrecht, & Swartz, 2004). The diary-like nature of most blogs means that they tend to contain personal information about the author. Blogs are therefore an odd phenomenon in that they are typically used to publically discuss personal matters that would not be widely broadcast in other ways and might also be considered to be private (McCullagh, 2008). More generally, the diary format may allow readers to develop an impression of the identity of the author that is more than just the sum of the individual facts. 

Blogs kept by women seem to give more detailed personal information even though they are mainly world-readable (exceptions include LiveJournal via its privacy settings). A study of 525 Taiwanese bloggers found that women posting frequently were more likely to value self-expression, whereas men were more likely to value a personal outcome that might arise as a result of blogging (Lu & Hsiao, 2009). Other research has shown that females are more likely to self-disclose in their blogs (Hollenbaugh, in press) and a survey of 486 early bloggers found that the vast majority of females (92.5%) characterized their blogs as "personal ramblings" in contrast to a much smaller majority (77.5%) of males (Viégas, 2005). This confirms an earlier study of British bloggers, which found women more likely to use blogging as a creative outlet, with this more personal aspect to female blogs perhaps explaining why female bloggers tend to be less prominent than male bloggers (Pedersen & Macaffee, 2007). 

To set the above in context, when males write diary-like blogs, these seem to have female-like characteristics (Herring & Paolillo, 2006), so the key gender factor may be the choice of type of blog to write (e.g., diary vs. information filter) rather than style within the type of blog selected. Moreover, the differences may be less marked or non-existent for younger users (Huffaker & Calvert, 2005).

SNSs
SNSs have gendered privacy concerns related to their use for identity projection and friendship maintenance. The dominant uses of SNSs seem to be for keeping in contact with others and for discovering trivial information about them (Donath, 2007; Tufekci, 2008b). When considering the posting of personal information online, there are many potential benefits. For instance, posting a personal photograph in Facebook may be seen as a risk but it is an important part of attracting new Friends. Both men and women are more likely to befriend the opposite sex if they have an attractive photo in Facebook so there is equal pressure from this perspective (Wang, Moona, Kwona, Evansa, & Stefanone, 2010).

At the most basic level of publication, (US student) women are more likely to use an SNS than men (Tufekci, 2008b). Women seem to publish more personal content in SNSs, as a number of studies show. An investigation of US students found that females spent more time maintaining their social network profile and posted more photographs online (Rosen et al., 2010). For the same demographic, women seem to report music, books, and religion more than men but to reveal their phone number much less (Tufekci, 2008a). Another study of US university students found that females were more concerned about general privacy issues than males but that gender did not seem to be a factor in the decision to join Facebook. Female students were less likely to post their address, phone number, or sexual orientation, but there were no gender differences in reports of political affiliation or birthdays (Acquisti & Gross, 2006). A study of Facebook users from Canadian community or university networks included an examination of gender differences in disclosure but had contrasting findings. Information revealed was generally not significantly different between females and males, except that males revealed more information about their religion and politics (Nosko et al., 2010). Similarly, a study of five Russian SNSs found that males disclosed more about political views and sexual information (e.g., orientation, preferences) in response to standard fields than females, although females tended to reveal more information about non-sexual aspects, such as religion and marital status (Kisilevich & Mansmann, 2010). In the same study females were much less likely to reveal their current address. It seems that women may be more active than men in protecting their SNS profile, perhaps because of heightened concerns and more content posted. For instance, young US female Facebook users seem to be more careful about friending and posting personal pictures than males, and are more likely to take the pro-active measure of untagging a posted picture (Hoy & Milne, 2010).

One study has gone further than those reviewed above in the sense of building regression models that differentiate between privacy concerns, behaviors, and gender. It found some evidence that male students shared more information on Facebook than female students did when privacy concerns and personalization practices were factored out (Stutzman, Capra, & Thompson, in press). In other words, males with the same level of privacy concerns and practices as females shared more information, which seems counterintuitive. 

The SNS MySpace has been discussed in the press in the context of risks to young people, for instance via stalking. A study of adolescent MySpace profiles has confirmed that a significant minority contain information of potential concern, such as photographs in bathing suits and evidence of illegal activity, and many included information that could be used by strangers to identify them, such as their school name (28%) and phone number (0.3%) (Hinduja & Patchin, 2008). This 2006 study may reflect the situation before security issues became more well-known, however, and unfortunately did not give a gender breakdown of the results. Another study found no gender differences in the amount of information published in MySpace profiles that were public, however (Boyle & Johnson, 2010). A possible explanation is that people who joined MySpace for friendship were more likely to post personal information, so this motivation may have served to partly offset female tendencies to privacy—female MySpace pages tended to be the most vivid (Boyle & Johnson, 2010), however, which suggests implicit personalization.

In terms of caution with regard to language used, in the US, female MySpace users have less strong swearing on their profiles but there is no difference for UK MySpace users (Thelwall, 2008a). The number of registered Friends accepted by an SNS member also has implications for privacy, and it seems that women seem to have more Friends than do men (e.g., in MySpace: Thelwall, 2009). 

Privacy settings can give some control over the important issue of context (Nissenbaum, 2009) in the sense of which Friends will be able to view any particular content. Many researchers have called for increased control over context settings so that users can have full control over who can see what (Leenes, 2010). Current privacy settings are relatively simple, however. In terms of gender differences, women disproportionately select more restrictive privacy settings. For instance, in MySpace more females than males maintain private profiles (Thelwall, 2008b, 2009). Most (71%) US SNS users aged 18-29 change their privacy settings, so this is a widespread practice, even though older users are less concerned with the issue (Madden & Smith, 2010). With regard to young US Facebook users, females are more likely to control their privacy settings to keep personal information away from non-Friends and from Facebook’s News Feeds, are more likely to monitor the personal settings in Facebook, and are more likely to read privacy policies before joining an SNS (Hoy & Milne, 2010). 

YouTube
There are privacy issues associated with posting personal videos on YouTube as well as with personal information in the profiles of registered members. Although not its main feature, YouTube has SNS functionality with member personal pages and Friend-type connections. 


Video is a potentially intrusive technology due to the inclusion of moving pictures and sound and the cheap availability of portable camcorders. Women that post videos of themselves seem to be particularly vulnerable to personal abuse and sexist comments because of an apparent culture of lack of restraint in the content of YouTube comments and a predominantly young male audience (see e.g., Burgess & Green, 2009, p. 96-97).

There are several Internet-specific phenomena that involve personal or intimate video and many of these seem to predominantly involve female subjects. One specifically female genre is the childbirth video: a type that is reasonably widespread in YouTube and particularly intimate, although often censored for nudity (Longhurst, 2009). Another genre, originating with webcams but spreading to YouTube, is the bedroom video. For instance, one of the most popular early YouTube hits was a video of two girls in a bedroom having fun and dancing to a pop song (http://www.youtube.com/watch?v=-_CSo1gOd48, over 31 million views by September 2010) (Burgess & Green, 2009, p.26). YouTube also hosts a crossover genre, the video log or vlog. These seem to follow blogs in primarily discussing personal issues. Whilst there seems to be no systematic evidence of gender bias, it seems likely that the majority are made by females (see e.g., Burgess & Green, 2009, p. 80). 

19.5 LGBT Issues

The Social Web Gendered Privacy Model probably applies to LGBT people as much as to females, but with some differences in the details. For example, LGBT individuals probably have greater personal security concerns than heterosexual men—not due to greater risk from intimate relationships or sexual crimes but as potential targets of hate crime violence from intolerant individuals within society. Moreover, in some nations homosexuality or homosexual acts are criminal and can even carry the death penalty. Similarly, the main harassment risks are probably from the insults or insulting behavior of intolerant individuals, perhaps protected by anonymity. No evidence is known about LGBT social communication skill levels but this group has additional communication needs for social support within society (Goodenow, Szalacha, & Westheimer, 2008).
There are many gender-related privacy concerns for LGBT Social Web users (Cooper & Dzara, 2010). Whilst gender is rarely hidden offline, some prefer to reveal their LGBT status only to trusted friends or others with a similar status. This can be a problem for SNSs because of the centrality of public lists of Friends: a person listing several openly gay Friends may be thought to be gay themselves (see e.g., Jernigan & Mistree, 2009). This may discourage some people from using SNSs and make others reluctant to openly connect with LGBT friends. Within MySpace, however, many users clearly declare their sexuality as gay, lesbian, bisexual, or queer (Drushel, 2010), but the proportion of SNS users that conceal or decide not to declare their sexuality is unknown.
Many have adopted the Web, and YouTube in particular, as a relatively safe medium through which to “come out” or defend themselves in terms of gender (e.g., for transgender see: Burgess & Green, 2009, p. 80). There is a risk of abuse but also the potential for support and encouragement. For example, one video author thanked 15 people for their "sweet and nice comments" (URL withheld). The coming out YouTube video is even a recognized genre (Alexander & Losh, 2010).
The Social Web also allows the creation of private LGBT enclaves that seem to be particularly valuable for geographically or socially isolated individuals, such as married women with children realizing that they are lesbians and needing support to make difficult life decisions (Cooper, 2010). Such enclaves can also help sexual minorities to meet others for offline liaisons safely (see e.g., Farr, 2010).

A controversial issue is the license that the Internet has given for amateur story sharing, including slash (Berger, 2010) and Yaoi manga (McHarry, 2010), which have been criticized in the belief that women invade the collective privacy of gay men by writing fiction about male-male relationships for personal gratification (Berger, 2010). The fear is that gay relationships may be distorted, creating unwanted stereotypes.


Despite the risks to privacy discussed above, particularly for those who conceal their sexuality, it seems that Web 2.0 is beneficial overall for its ability to connect people relatively safely, particularly when overcoming geographic isolation. Moreover, there is anecdotal evidence that, particularly in the US, people tend to “come out” online first because of greater safety.
19.6 Conclusions

A simple message from Social Web privacy research in many different types of site is that women tend to be more concerned about privacy and to take more precautions to protect their privacy in the Social Web, but they also tend to publish more, including information of a personal nature. In terms of the Social Web Gendered Privacy Model, it seems that, for females in general, the benefits of greater social needs and better social communication skills outweigh the greater physical security and harassment fears and the latter are ameliorated by a wide range of privacy-protection strategies, such as giving incorrect information or invoking privacy options. A corollary is that social websites attracting a predominantly male audience should be seen as unusual and examined for evidence of a lack of protection of personal information threatening physical security or a lack of protection from harassment.

In this chapter, almost all studies reviewed have quite serious sampling limitations, such as the use of convenience samples, samples of students alone, snowball sampling, or a particular national group or website. These limitations are not discussed in detail but the conclusions should be interpreted with caution as a result.

The situation for LGBT Social Web users seems to be similar to that for females: whilst the Social Web creates particular privacy issues, its benefits seem to outweigh these threats, with many examples of innovative and positive uses. Women and LGBT web users are particularly at risk of violations of contextual integrity because of the need to provide personal information to meet online goals and the risk of violence or threats if that information is used by unintended others. Nevertheless, these groups also seem to be the ones that gain the most from the Social Web.

Finally, the issue of gender and privacy in the Social Web has received little targeted research and there is a need for systematic investigations into the perceptions of privacy issues and differences in privacy-related behaviors between males and females in all types of social website, and for different nationalities and cultures. This is also true for LGBT Social Web users, about whom there is almost no quantitative evidence. The results of both of these areas of research should also give more general insights into why people use the Social Web and the importance of privacy for decisions about how to use it. This may lead to future Social Web systems that are more sensitive to privacy issues and to tests of the Social Web Gendered Privacy Model to see whether there are important factors missing from it and whether it fits with wider evidence of gender-related privacy issues.
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